Ministerul Afacerilor Interne
v1.0 - 26.08.2025

Ghid pentru aplicarea semnaturii electronice utilizand
cartea electronica de identitate

Pentru a semna digital documentul, aveti nevoie de urmatoarele:
- Laptop, PC
- Un cititor de carduri compatibil cu CEl sau integrat in laptop / tastatura.

- Aplicatia IDPLUGMANAGER instalata pe laptop/PC— kit-ul de instalare si
ghidul de instalare sunt disponibile la  urmatorul link
https://hub.mai.gov.ro/aplicatie-cei

- Software pentru aplicarea semnaturii digitale (gratuit sau comercial), ex.:
Adobe Acrobat Reader.

- Certificatul avansat pentru semnatura electronica — stocat pe CEl.

Te poti asigura ca CEl este conectata la laptop/PC prin accesarea aplicatiei
IDPLUGMANAGER si vizualizarea, in sectiunea Informatii a numarului de serie
unic al cartii de identitate.

| 1Dplug Manager = [m] *

Parameterii 7

ﬁp LUG MA NAG ER ) Cititor de carduri:

Informatii despre dispozitivul de securitate:

Acesta este un numéar de serie unic al cartii de
. o identitate
Eticheta: PKI Application
A NU SE CONFUNDA CU NUMARUL
Model: ID-A - - . . c r
ods DOCUMENTULUI [inscris pe cartea de identitate)!

Applet Versiune: 1.0

o
@

Producator: DGEP
[ Numar de serier  5022533185727082 ] PIN pentru autentificare - 4 cifre
- (il folosesti ca 5 te autentifici in sisteme informatice, vizualizezi
_/d____f"" datele personale de pe carte, samd.}
Informatii despre credentiale: —

e
o

. __.-“__:- e w
PIM autentificare: 4 5incerciri rimase

[PIN Semnaturd avansata: ] 5 incercari rimase —

PIN pentru semnaturd avansati emisa de MAI - & cifre
(il folosesti ca 54 semnezi documente)

|T

[ PIN Semnatura Calificats: |

——— PIN pentru semnatura calificata. Ulterior obtinerii CEl, poti sa
achizitionezi, de la un furnizor privat, certificate pentru
semnatura calificatd. Mesajul de atentionare [orange) este afisat
atunci cand nu este inscris pe CEl niciun astfel de certificat.

Vgnora etichetele referitoare la PUK, starea
simbolului si la faptul ca este nevoie de
schimbarea PIN-ului pentru a activa cardul
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Pasul 1. Deschide documentul pe care vrei sa il semnezi in Adobe Acrobat
Reader.

= Menw € TY DocumentdemoCElpdf X + Geste ® Sign in - 0O X
Alltools  Edit  Convert  E-Sign Find text or tools Q H & @
All tools x u &
B ExportaPOF @ Q
8 Eaapor 2 Document demo CEI W
Create a PDF D
GA
EP combine files e
Organize pages
>3
G AlAssistant
E% Generative summary
B Requestesignatures
B saensow®
Q4 Protecta PDF
- 1
& Redacta PDF
1
B compressa PDF
B Prepareaform

View more

Convert, edit end e-sign POF forms & agreements

C
)
== "
Q

III

Pasul 2. Apasa butonul ”Use a certificate”.
= Menu ¢} T¢ Documentdemo CElpdf X  + Creste

Alltools  Edit  Convert  E-Sign

All tools X

G5 AlAssistant

]

Document demo CEl

Generative summary

Request e-signatures e,

= &

Scan & OCR
(% Protecta PDF P
Fl
& RedactaPDF
Compress a PDF

Prepare a form

N @

Fill & Sign

Add comments

B

Convert to PDF

(1

Add a stamp

EQQ Use a certificate

@

Use print production

Convert, editand e-sign PDF forms & agreements
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|II

Pasul 3. Apasa butonu
apara semnatura ta.

Digitally sign” si alege zona din document in care vrei sa

= Menu @ 3% Document demo CElpdf + Create

Alltools  Edit  Convert  E-Sign

{ Use a certificate X

E% Digitally sign

EB Time{?amp

Pasul 4. Selecteaza certificatul (emis de RO CEl MAI Sub-CA) si apasa pe
”Continue”.

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing:

o [_T] M (Se... (Windows Digjtal ID) View Details
1] Issued by: RO CEI MAI Sub-CA, Expires: 2030.06.26

O [e A (Windows Digital ID) View Details

E[]EJ Issued by: Expires: 2027.06.03

o) E] A (Windows Digital ID) View Details

Ej Issued by: Root CA MAI DGCTI, Expires: 2027.06.03

@ ( Configure New Digital ID ) ( Cancel )

Pagina 3 din 10



Ministerul Afacerilor Interne
v1.0 - 26.08.2025

Pasul 5. Apasa butonul ”“Sign”. Daca ai selectat corect certificatul la pasul
anterior, vei observa ca in dreptul numelui tau apare cuvantul Semnare

Sign as "M. (Semnare)"

Appearance  Standard Text v Create

. X

M Digitally signed by

(Semnare)
Date: 2025.08.26

(Semnare) 10:14:44 +03'00'

O Lock document after signing View Certificate Details

Review document content that may affect signing

Review

{

Pasul 6. Selecteaza calea de salvare a noului document (semnat electronic).

2 Save As X
« ~ 4 |‘ﬂ » This PC » Documents v Q| | Search Documents »p
Organise ¥ New folder = - 0
~
~ -
@ OneDrive - Person Name Date madified
= This PC Blocnotesuri OneNote 31/07/2024 14:04
Custom Office Templates 14/07/2021 13:38
- 3D Objects
Zoom 10/02/2021 08:57
I Desktop
|‘j Documents
¥ Downloads
D Music
&= Pictures
m Videos

E. Windows (C) w <

FIENLEIL D ocument demo CEL semnatCEl e

Save as type: |Adobe PDF Files (*.pdf)

~ Hide Folders Cancel
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Pasul 7. Completeaza PIN-ul de semnare al CEl — format din 6 cifre.

Document demo CEI

Windows Security

Smart Card

Please enter your digital signature PIN.

= ML

OK

Click here for more information

Cancel

Pasul 8. Verifica daca semnatura este aplicata si afisata in document. Vei
observa ca, deasupra paginii, va aparea mesajul "At least one signature has

problems”.

% Documentdemo CELse. X | + Create

onvert  E-Sign

icate X & At least one signature has problems.

D
®
2
G‘

Document demo CEI
gnature

M

(Semnare)

® signin - I

Find text ortools Q B & =

Digitally signed by
M. ATA

(Semnare)
Date: 2025.08.26 10:18:36
+03'00'

(' Signature Panel
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Pasul 9. Apasa pe Signature Panel si pe textul afisat (Signed by...)

FIIU LEAL U WU Ny w s = “ ulql‘uii.

& At least one signature has problems. Signa @' Panel X Signatures =

~
v & Revisignedbym ATA (Semnare)
Signature validity is unknawn
Document has not been modified since this signature was applied
Signer's identity is unknown because ithas not been included in yc
Document demo CEI
Signing time is from the clock on the signer's computer.

3 Signoture Details

ORI~ |

Last Checked: 2025.08.26 10:19:30 +03'00"

Pasul 10. Apasa pe ”Signature Details”, iar apoi pe “Certificate Details...”

SUEIIE 3 IUETIULY 13 ULIKHUW T UECAUSE IL1a3 UL DS IHLLUUED iy
Signing time is from the clock on the signer's computer.
« Signature Details
Certificate Details...
Last Checked:202$ 510:19:30 +03'00"

Field: Signature2 on page 1
Pasul 11. Verifica urmatoarele date de pe certificat:

- Numele tau

- Issued By: RO CEI MAI Sub-CA DGEP

- Perioada valabilitatii certificatului tau de semnatura electronica avansata
(valid from —valid to)

Certificate Viewer X

lsq B

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond
istone| tothe selected entry.

Signature:
Show all certification paths found
p

Rev.1: Signed

| MAI Root-CA Summary Details Revocation Trust  Policies Legal Notice
| CEI MAI Sub-CA Signature val
M R M (Semnare) Bocumen
Cartea electronicd de identitate, Semnare Signer's ic
Issued by: RO CEI MAI Sub-CA Signing ti
DGEP « Signature De
Valid from:  2025/06/26 07:33:39 +0300" Certificate
Valid to:  2030/06/26 08:03:55 +0300' Last Checked
Intended usage:  [Non-Repudiation Field:Signete
Click to view

Export..

< >

@ The selected certificate path is valid
The path validation checks were done as of the signing time:

2025/08/26 10:18:36 +03'00"
Validation Model: Shell

OK
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Pentru mai multe detalii, acceseaza sectiunea ”Details”.

Certificate Viewer *x

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond
to the selected entry.

[ ] Show all certification paths found

I MAI Root-CA Summary | Details |Revocation Trust  Policies Legal Notice
| CEl MAI Sub-CA
M Certificate data:
MName Value =
B3] Version 3
53 Signaturealgori. SHA384 ECDSA
53l Subject =M
B3] Serial number C
=1 Validity starts 2025/06/26 07:33:39 +03'00'
= Validity ends 2030/06/26 08:03:55+03'00"
Subject key iden.. <see details> W

cn=RO CEl MAI Sub-CA
ou=DGEP

o=Ministerul Afacerilor Interne
c=RO

< >

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2025/08/2610:18:36 +03'00'
Validation Model: Shell
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Pasul 12. Pentru a valida semnatura, selecteaza certificatul RO CEl MAI Root-
CA, se acceseaza sectiunea Trust si se apasa butonul “Add to Trusted
Certificates...”

Certificate Viewer X
zast
This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond
to the selected entry.
¥ 1
[] Show all certification paths found
I MAI Root-CA Summary Details Revocstion Trust  Polices Legal Notice
' CEI m@au h-CA @
M This certificate is not trusted. o
Trust Settings
B sign documents or data
#®  Certify documents
#  Execute dynamic content that is embedded in a certified
document
#  Execute high privilege JavaScripts that are embedded in
a certified document
B perform privileged system operations (networking,
printing, file access, etc.)
Add to Trusted Certificates...
< >
@ The selected certificate path is valid.
The path validation checks were done as of the signing time:
2025/08/26 10:18:36 +03'00'
Validation Model: Shell
oK
g <
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Pasul 13. Apasa butonul "OK”.

| 8¢  Certify documents
Acrobat Security it

If you change the trust settings, you will need to revalidate any signatures to see the change.

!‘l\

— )

Trusting certificates directly from a document is usually unwise. Are you sure you want to do
this?

oK ‘ Cancel

<

| | Add to Trusted Certificates...

Pasul 14. Apasa butonul “OK”. Asigura-te ca Subject, Issuer, Usage si Expiration
sunt identice ca in captura de ecran de mai jos.

ea .

] X Sign
‘t‘ Import Contact Settings X g
Rev.1:
Certificate Details f &

Subject: RO CEI MAI Root-CA Signe
Issuer- RO CEI MAI Roct-CA o
5i
Usage: Sign Certificate (CA), Sign CRL :
Si
Expiration: 23/04/204515:07:45 W Signz
Trust o
Last¢

A certificate used to sign a document must either be designated as a trust anchor or chain up to )
a trust anchor in order for signature validation to succeed. Revocation checking is not Field
performed on or above a trust anchor. lick

Use this certificate as a trusted root
If signature validation succeeds, trust this certificate for:
Signed documents or data
[] Certified documents
Dynamic content
Embedded high privilege JavaScript

Privileged system operations (networking, printing, file access, etc.)

Help Cancel
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Pasul 15. inchide documentul semnat si deschide-I din nou (documentul nou
salvat — la pasul 6). Vei observa ca mesajul a fost schimbat din ”At least one
signature has problems” in ”At least one signature requires validating”. Apasa
Signature Panel, click dreapta pe semnatura si “Validate Signature”.

éa At least one signature requires validating. g
T a

D ;
Ds

&,
_ [&]

Y4 Document demo CEI

&

GA
Signature Panel X  Signatures . o =%

el

" 2: éRev.1: Signed by M - [Semnnre)i @

Signatupé'dlalidityis unkn Go to Signature Field

Document has not be Clear Signature

Signer's identity is unk Validate Signature
Signing time is fromth ~ View Sié::]ed Version

w Signature Details Show Signature Properties

Certificate Details...

Last Checked: 2025.08.26 11:45:19 +03'00'

”)" signed b}" Field: Signature2 on page 1
Click to view this version
(Semnare)
2025.08.26
13 +03'00'

Pasul 16. Mesajul de confirmare a validitatii semnaturii electronice este afisat.

&‘0 Signed and all signatures are valid. Signature Panel
~
8,
V4 Document demo CEI
4
e
4

Din acest moment, toate documentele care vor fi semnate cu certificatul Tnscris
pe CEl (utilizand laptopul/PC-ul de la care ai efectuat acesti pasi) vor aparea ca
fiind semnate cu semnatura valida.
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